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Acquia DAM Integration Guide

Complete guide for integrating Acquia with Ansira DAM Adapter API
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Quick Start Summary

	Category
	Key Information

	----------
	----------------

	Authentication
	Predefined: Bearer token via x-dam-credential header

	Data Contract
	Predefined: Standardized Asset object (non-customizable)

	API Endpoints
	Predefined: 6 REST endpoints with fixed structure

	Your Token
	Generate Acquia API bearer token with 5 required scopes

	Your Acquia Config
	Configure metadata fields, asset groups, expiration/release dates

	Your Documentation
	Provide field mappings, access rules, search preferences

	Timeline
	8-10 weeks across 5 implementation phases




Navigation:
What's Fixed vs. What You Control - Understand the integration boundaries
Your Required Actions - Checklist of what you must provide
API Reference - Technical endpoint documentation
Implementation Timeline - 5-phase deployment plan
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Overview

Integration Architecture

Client Application (Ansira Create/Third Party)
    ↓ (includes x-dam-credential header)
Ansira DAM Adapter API
    ↓ (forwards as Authorization: Bearer token)
Widen Collective API (v2)
    ↓
Your Digital Assets

What's Fixed vs. What You Control

Fixed by the API (Non-Negotiable)

These integration aspects are predefined and cannot be modified:

Authentication
Method: Bearer token only
Header: x-dam-credential (required on all requests)
Flow: Token passed to Acquia for validation
No alternatives: No OAuth flows, API keys, or certificate auth

Data Contract
Response Format: Standardized Asset object (see Data Model)
Field Mappings: Acquia fields automatically mapped to API fields
Automatic Expansion: All asset data included (asset_properties, embeds, file_properties, metadata, security, thumbnails)
Expiration Filtering: Expired assets automatically excluded from search results

API Endpoints
6 Fixed Endpoints: Get assets, search, asset counts (structured and custom)
URL Structure: /widen/assets, /widen/assets/search, etc.
Parameters: Fixed request/response schemas

What You Control

These aspects are your responsibility to configure:

In Your Acquia Environment
Metadata Fields – Create and define fields (brand, channel, keywords, asset_status, etc.)
Asset Groups – Create collections for access control
Asset Data – Populate metadata, set expiration/release dates, configure renditions
API Token – Generate bearer token with required scopes

Documentation You Provide
Field Mappings – Document your Acquia field names and intended usage
Access Rules – Define asset group to user access mappings
Search Preferences – Specify default filters, page sizes, excluded statuses
Sync Schedule – Define frequency per environment (if applicable)
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Your Required Actions

1. Generate Widen API Token

In your Acquia admin portal:
Navigate to Settings → API Tokens
Generate new token with these scopes:
assets:read
collections:read
metadata:read
files:read
thumbnails:read
Copy and securely store the token
Provide token to integration team for secure storage

Token Management:
You manage token lifecycle (rotation every 90 days recommended)
Invalid/expired tokens result in 401 Unauthorized errors
Use dedicated service account, not personal account

2. Configure Acquia Metadata Fields

Required fields to create in Acquia:

	Field Name
	Type
	Purpose
	Example Values

	------------
	------
	---------
	----------------

	brand
	Multi-select
	Brand classification
	BrandA, BrandB, Global

	channel
	Multi-select
	Distribution channel
	Digital, Print, Social, Email

	keywords
	Multi-select
	Search terms
	campaign, 2024, product-launch

	asset_status
	Single-select
	Lifecycle state
	Active, Expired, Archived, Draft




Optional fields (based on your needs):
visibility_region – Geographic restrictions (NA, EU, APAC)
department – Department access (Marketing, Sales)
campaign – Campaign tracking

Note: You can use different field names; document your actual names for the integration team.

3. Configure Asset Groups & Security

In your Acquia environment:

	Configuration
	Action Required
	Purpose

	---------------
	----------------
	---------

	Asset Groups
	Create collections (e.g., Marketing, Sales, Regional-NA)
	Enable access control filtering

	Expiration Dates
	Set security.expiration_date on time-limited assets
	Auto-filter expired assets from results

	Release Dates
	Set security.release_date on future-available assets
	Control asset availability timing

	Renditions
	Configure original, web, and thumbnail formats
	Ensure download URLs available




4. Ensure Data Quality

Before go-live:

Metadata Completeness: 95%+ of active assets have required fields populated
Standardization: Consistent values (e.g., "Digital" not "digital", "DIGITAL", "dig")
Asset Groups: All relevant assets assigned to appropriate groups
Duplicates: Identify and remove duplicate assets
Test Data: Create representative test assets in staging with complete metadata

5. Provide Documentation

Deliver to integration team:

	Document
	Contents
	Format

	----------
	----------
	--------

	Field Mapping
	Your Acquia field names, types, possible values
	Spreadsheet

	Access Rules
	Asset groups and who should access them
	Document/spreadsheet

	Search Config
	Default filters, page sizes, excluded statuses
	Completed questionnaire

	Sync Schedule
	Preferred frequency per environment
	Documented preferences




6. Verify Network Access

Ensure connectivity:
Outbound HTTPS access to https://api.widencollective.com/v2
TLS 1.2 or higher support
No firewall blocking Acquia API endpoints

Test connectivity:
curl -H "Authorization: Bearer YOUR_TOKEN" \
     https://api.widencollective.com/v2/assets/search?query=*&limit=1
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API Endpoints Reference

Base URL: https://your-dam-adapter-host/widen

Authentication: All endpoints require x-dam-credential header with Acquia bearer token.

1. Get Multiple Assets

GET /widen/assets?id={comma-separated-uuids}&fileType={optional}

Returns: Array of Asset objects

Example:
GET /widen/assets?id=abc123,def456
x-dam-credential: your-token

2. Get Single Asset

GET /widen/assets/{id}

Returns: Single Asset object

Example:
GET /widen/assets/abc123
x-dam-credential: your-token

3. Search Assets (Structured)

POST /widen/assets/search
Content-Type: application/json

Request Body:
{
  "assetGroups": ["marketing"],
  "category": "banners",
  "keywords": ["logo"],
  "metadata": {
    "brand": "ACME"
  },
  "limit": 50,
  "offset": 0
}

Returns: Array of Asset objects

Note: Automatically filters expired assets: (expiration_date:[after today] OR expiration_date:isempty)

4. Search Assets (Custom Query)

GET /widen/assets/search/custom?query={widen-query-syntax}

Widen Query Examples:
ag:(marketing)                           # Asset group
cat:(banners)                            # Category
Keywords:logo                            # Keywords
brand:{ACME}                             # Metadata
ag:(marketing) and Keywords:logo         # Combined
uuid:(abc123 or def456)                  # Specific UUIDs

Returns: Array of Asset objects

5. Get Asset Count (Structured)

POST /widen/assets/search-asset-count

Same request body as structured search.

Returns: Integer (total count)

6. Get Asset Count (Custom)

GET /widen/assets/search-asset-count/custom?query={widen-query}

Returns: Integer (total count)

Pagination

Use limit and offset for pagination:

{
  "limit": 50,    // Results per page
  "offset": 0     // Page 1: offset=0, Page 2: offset=50, Page 3: offset=100
}
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Data Model & Field Mappings

Asset Object Structure

{
  "id": "abc123",
  "fileName": "product-banner.jpg",
  "createdAt": "2024-01-10T08:00:00Z",
  "updatedAt": "2024-01-15T12:30:00Z",
  "expiresAt": null,
  "releaseDate": "2024-03-01T00:00:00Z",
  "url": "https://cdn.widen.net/content/abc123/original",
  "format": "jpg",
  "type": "image",
  "width": 2400,
  "height": 1200,
  "aspectRatio": 2.0,
  "description": "Spring 2024 product banner",
  "keywords": ["banner", "spring", "product"],
  "assetGroups": ["marketing", "web"],
  "externalId": "EXT-12345",
  "downloads": [
    { "name": "original", "url": "https://..." },
    { "name": "web", "url": "https://..." }
  ],
  "thumbnails": [
    { "name": "thumbnail", "url": "https://...", "expiresAt": "2024-03-15T10:30:00Z" }
  ],
  "metadata": [
    { "key": "brand", "value": "ACME" },
    { "key": "channel", "value": "Digital,Social" }
  ]
}

Acquia to API Field Mappings

	API Field
	Acquia Source
	Notes

	-----------
	--------------
	-------

	Core Properties
	
	

	id
	id
	Widen UUID

	fileName
	filename
	Original file name

	createdAt
	created_date
	Creation timestamp

	updatedAt
	last_update_date
	Last modified timestamp

	deletedAt
	deleted_date
	Soft deletion timestamp

	externalId
	external_id
	External reference ID

	File Properties
	
	

	format
	file_properties.format
	File extension (jpg, png, mp4)

	type
	file_properties.format_type
	Category (image, video, document)

	width
	file_properties.image_properties.width
	Image/video width in pixels

	height
	file_properties.image_properties.height
	Image/video height in pixels

	aspectRatio
	file_properties.image_properties.aspect_ratio or video_properties.aspect_ratio
	Aspect ratio

	Security & Dates
	
	

	expiresAt
	security.expiration_date
	Asset expiration

	releaseDate
	security.release_date
	Availability date

	assetGroups
	security.asset_groups[]
	Access control groups

	Metadata
	
	

	description
	metadata.fields.adBuilderTemplateDescription[0]
	Asset description

	keywords
	metadata.fields.keywords[0] (split by ", ")
	Keywords array

	metadata
	metadata.fields.{custom}
	All custom fields as key/value pairs

	Downloads
	
	

	url
	embeds.original.url
	Primary download URL

	downloads
	embeds.{*}.url
	All available formats

	thumbnails
	thumbnails.{*}
	Preview images with expiration
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Testing & Validation

Testing Phases

Phase 1: Connectivity (Week 1)
[✓] Network access to Acquia API verified
[✓] Token authentication successful
[✓] Test asset retrieval working

Phase 2: Functional Testing (Weeks 2-3)
[✓] All 6 endpoints tested and working
[✓] Metadata fields mapping correctly
[✓] Asset groups filtering properly
[✓] Expiration/release date handling correct
[✓] Pagination working
[✓] All renditions/downloads accessible

Phase 3: Performance Testing (Week 4)
[✓] 1000+ asset queries < 2 seconds response time
[✓] Concurrent user testing (50+ simultaneous requests)
[✓] Large result set pagination working
[✓] Sync performance < 60 minutes (if applicable)

Phase 4: Error Handling (Week 4)
Test and validate error scenarios:
401 Unauthorized (invalid/expired token)
403 Forbidden (missing permissions)
404 Not Found (asset doesn't exist)
Network timeouts and retry logic
Invalid query syntax

Phase 5: User Acceptance Testing (Week 5)
[✓] Business users test search functionality
[✓] Asset browsing and downloading validated
[✓] Access controls confirmed working
[✓] Real-world usage patterns tested
[✓] Business stakeholder sign-off obtained
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Operational Requirements

Token Rotation (Every 90 Days)

Your responsibility:
Generate new token in Acquia 30 days before expiration
Provide new token to integration team
Validate new token working
Deactivate old token after cutover

Monitoring

Metrics to track:

	Metric
	Threshold
	Action

	--------
	-----------
	--------

	API Response Time
	> 2 seconds
	Investigate performance

	Error Rate
	> 5%
	Review logs, check token validity

	Asset Count Drop
	> 50% decrease
	Verify data integrity

	Token Expiration
	< 7 days remaining
	Initiate rotation




Common Issues & Resolutions

	Issue
	Cause
	Resolution

	-------
	-------
	-----------

	401 Unauthorized
	Token expired/invalid
	Rotate token

	403 Forbidden
	Missing asset group permissions
	Review token scopes in Acquia

	Empty Results
	Restrictive filters or all assets expired
	Review search criteria

	Thumbnail 403
	Thumbnail URL expired
	Re-fetch asset for fresh URLs




Support Contacts

	Issue Type
	Contact

	------------
	---------

	Acquia Platform/API
	Acquia Support (support.acquia.com)

	DAM Adapter API
	Ansira Support

	Integration Configuration
	Your integration team
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Implementation Phases

Phase 1: Planning (Week 1)

Your deliverables:
Acquia admin contacts and credentials
Network access confirmation
Current metadata audit (field completeness report)
Asset group structure documentation
Support team contacts

Phase 2: Setup (Weeks 2-3)

Your deliverables:
API token generated and provided to integration team
Test assets created in staging with complete metadata
Asset groups configured and documented
Metadata field documentation (names, types, values)
Field mapping spreadsheet completed

Phase 3: Testing (Weeks 4-6)

Your deliverables:
Participate in connectivity and functional testing
Validate metadata mappings
Confirm asset group access controls
Provide additional test data as needed
Document and track issues found
QA sign-off

Phase 4: UAT (Weeks 7-8)

Your deliverables:
Production-volume data loaded in staging
Business users available for UAT
UAT scenarios defined and executed
Data quality issues resolved
Business stakeholder sign-off
Go-live approval obtained

Phase 5: Go-Live (Week 9+)

Your deliverables:
Production token generated and provided
Production data validated (metadata completeness)
Final go-live approval
Daily monitoring (Week 1)
User communication and support
Token rotation scheduled (60-day reminder)

Ongoing responsibilities:
Monthly: Review error logs and performance
Quarterly: Metadata completeness audit, access control review
Every 90 days: Token rotation
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Support & Resources

Acquia Resources

	Resource
	URL/Contact

	----------
	-------------

	Support Portal
	https://support.acquia.com

	Documentation
	https://docs.widencollective.com

	API Docs
	https://api.widencollective.com/v2/docs





Best Practices

Security:
Always use HTTPS
Store tokens securely (encrypted, not in source code)
Rotate tokens every 90 days
Use dedicated service accounts

Performance:
Implement caching (respect expiration dates on thumbnails)
Use pagination for large result sets
Monitor response times and optimize queries

Data Quality:
Maintain 95%+ metadata completeness
Standardize metadata values
Regular audits of asset groups and permissions
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Quick Reference Checklist

Before Starting
[ ] Acquia admin account access confirmed
[ ] Network connectivity to api.widencollective.com verified
[ ] Support contacts identified

During Setup
[ ] API token generated with all 5 required scopes
[ ] Metadata fields created in Acquia
[ ] Asset groups configured
[ ] Test assets created with complete metadata
[ ] Field mappings documented

Before Go-Live
[ ] All functional tests passed
[ ] Performance benchmarks met
[ ] UAT sign-off obtained
[ ] Production token generated
[ ] Production data validated
[ ] Token rotation scheduled

Post-Deployment
[ ] First sync successful (if applicable)
[ ] User access validated
[ ] Monitoring active
[ ] Support team ready
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