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1. Document Purpose
This document outlines what [Client Name] needs to provide so Ansira can connect your Bynder Digital Asset Management (DAM) system to the Ansira platform, including BrandBuilder/Create, and surface approved assets for end users. The focus is on the client-side inputs required to configure, test, operate, and launch the integration.
Your organization must complete all mandatory requirements before production go-live. Optional and conditional items can be addressed later when they align with your operating model or future integration scope.
2. Integration Overview (High Level)
At a high level, this integration will:
Connect Ansira’s platform to your Bynder DAM using secure API authentication.
Retrieve eligible assets, metadata, file properties, thumbnails, and renditions based on agreed rules.
Use asset groups and mapped metadata to support folder gating and controlled access.
Provide end users with asset search and browse capabilities using filters such as brand, channel, keywords, and lifecycle dates.
Run an automated synchronization process on an agreed schedule, with monitoring and operational alerting.
Asset authoring, approval, lifecycle management, and governance remain in Bynder. Ansira consumes the published or otherwise eligible subset for downstream use in the Ansira platform.
Success Criteria
Assets are retrieved successfully into BrandBuilder/Create according to the agreed eligibility rules.
End users can search and browse the expected assets.
Folder gating enforces the correct access controls.
Nightly synchronization completes within the target service level of less than 60 minutes.
The integration maintains an error rate below 1% across normal synchronization cycles.
3. What We Need From You
3.1 Bynder DAM Environment and Network Information
Please provide the following for each environment in scope, including staging and production:
Bynder tenant base URL and environment names/purposes.
Confirmation that the subscription is active and that a designated DAM administrator can support setup and troubleshooting.
Network access requirements, including firewall rules, IP allowlists, VPN, or proxy details, if applicable.
A Bynder support contact and the preferred escalation path for API or platform issues.
3.2 API Access and Authentication
Ansira will integrate using the Bynder API. Please provide:
A dedicated, non-personal DAM administrator or service account for token generation and credential rotation.
An API bearer token for each environment, generated with the required read scopes: assets:read, collections:read, metadata:read, files:read, and thumbnails:read.
Confirmation that credentials will be shared through an approved secure channel. Ansira will manage secure credential storage and retrieval for the integration.

API user/application permissions should allow at minimum:
Read access to asset metadata and asset files needed by the integration.
Read access to taxonomies / categories / metaproperties used for eligibility and folder gating.
Ability to return all assets that should be surfaced to Ansira while respecting your internal visibility rules.

3.3 Metadata and Content Configuration
Ansira will map Bynder metadata to the Ansira data model. Please provide:
Definitions for the brand, channel, keywords, asset_status, expiration date, and release date fields.
Allowed values and examples for each field, including any organization-specific fields that should drive search or visibility.
The list of asset groups or collections used for folder gating.
Representative test assets covering images, videos, documents, metadata combinations, and lifecycle states.
An audit or estimate of metadata completeness for the production asset population.
3.4 Eligibility, Lifecycle, and Access Rules
We need clearly defined rules for which assets should be surfaced in Ansira and when they should be visible:
In-scope asset types and any categories or collections to include or exclude.
Eligibility criteria for synchronization, such as status, brand, channel, or approval flags.
Lifecycle mapping for Active, Expired, Archived, and Draft states.
Behavior for assets with future release dates or past expiration dates.
The dimensions that should drive folder gating and access, such as brand, market, business unit, channel, program, or segment.
Role-based or group-based access rules that determine which users can see which asset groups.
3.5 Environments, Test Data, and Scheduling
To support build and validation, please provide:
Environment alignment between Bynder and Ansira environments.
Test assets with complete metadata and examples of eligible, ineligible, active, expired, archived, and future-release assets.
The preferred synchronization frequency and maintenance window. The source analysis assumes hourly development syncs, four QA syncs per day, and a nightly 2:00 AM UTC staging/production sync unless otherwise agreed.
3.6 Operations, Monitoring, and Support
Please identify the operating model that will support the integration after launch:
The internal IT, network/firewall, database, DevOps/infrastructure, and DAM administration contacts.
The on-call support team and escalation contacts.
T the procedure for securely providing the access token to Ansira.
The team responsible for monitoring alerts and responding to synchronization issues.
The preferred ticket, email, or distribution-list path for ongoing support.
3.7 UAT, Change Management, and Sign-off
Before production deployment, please confirm:
Business stakeholders responsible for user acceptance testing and sign-off.
Security and change-management reviewers required for production release.
How future changes to Bynder metadata, asset groups, eligibility rules, and API credentials will be reviewed and communicated.
The rollback and incident-management contacts for the production deployment.
4. Detailed Client Requirements
The following requirements are organized by category and priority. Mandatory requirements are required for go-live; optional requirements are recommended enhancements; conditional requirements apply when the related capability or operating model is in scope.
The source requirements analysis was used as the baseline. The tables below list the client-owned requirements; Ansira-managed credential storage and infrastructure are intentionally excluded from the client checklist.
Category 1: Prerequisites & Access Requirements (12 Client Requirements)
	Priority
	Client requirement
	What to provide or confirm

	Mandatory
	Active Bynder DAM Account
	Production and staging environments with valid subscription and admin access

	Mandatory
	DAM Admin User Account
	Dedicated admin account for token generation and ongoing credential rotation (not personal)

	Mandatory
	Generate API Bearer Token
	Must generate API token in Bynder with required scopes: assets:read, collections:read, metadata:read, files:read, thumbnails:read

	Mandatory
	API Endpoint Access
	Network/firewall access to https://api.bynder.com/v2 from integration servers

	Mandatory
	Bynder Support Contact
	Designated contact at Bynder for integration questions, API issues, and escalations

	Mandatory
	IT Operations Contact
	Internal IT contacts for network, firewall, and integration infrastructure management.

	Optional
	IP Allowlist Configuration
	If using IP-based access control in Bynder, provide IP addresses of integration servers

	Optional
	Staging Environment Pre-configured
	Test DAM environment with representative test data for UAT before production deployment

	Conditional
	VPN/Proxy Configuration
	Only if Bynder API access requires VPN or proxy tunnel configuration

	Conditional
	SSO/MFA Integration
	If organization uses SSO for Bynder access, ensure integration accounts work with existing auth





Category 2: Data & Content Requirements (20 Requirements)
	Priority
	Client requirement
	What to provide or confirm

	Mandatory
	Metadata Field: brand
	Multi-select metadata field for asset brand classification (e.g., BrandA, BrandB, GlobalBrand)

	Mandatory
	Metadata Field: channel
	Multi-select field for distribution channel (Digital, Print, Social, Email, etc.)

	Mandatory
	Metadata Field: keywords
	Multi-select searchable keywords (campaign, 2024, product-launch, etc.) for asset discovery

	Mandatory
	Metadata Field: asset_status
	Single-select field tracking asset lifecycle (Active, Expired, Archived, Draft)

	Mandatory
	Asset Groups (Collections) Defined
	Asset groups for folder gating (e.g., BrandGroup1, PublicAssets, RegionalNA, DepMarketing)

	Mandatory
	Expiration Date Field
	Configured in security.expiration_date for asset lifecycle management

	Mandatory
	Release Date Field
	Configured in security.release_date for controlling when assets become available

	Mandatory
	Asset Renditions Configured
	Original, web-optimized, and thumbnail renditions with embeds.original.url and embeds.web.url

	Mandatory
	Test Assets Created
	Representative test assets covering all asset types (image, video, document) with all metadata fields populated

	Mandatory
	Production Asset Baseline
	Audit of all assets to verify metadata completeness (% with brand, channel, keywords populated)

	Optional
	Metadata Field: visibility_region
	Optional multi-select for geographic access control (NA, EU, APAC, Global)

	Optional
	Metadata Field: department
	Optional single-select for departmental access (Marketing, Sales, Operations, etc.)

	Optional
	Custom Metadata Fields
	Any additional organization-specific metadata fields needed for BrandBuilder integration

	Conditional
	Legacy Asset Migration
	If migrating from another DAM, all assets must be in Bynder with metadata populated before sync

	Conditional
	Metadata Cleanup/Standardization
	If existing assets have inconsistent metadata, standardize before production sync

	Conditional
	Asset Archival Policy
	Define how old/expired assets are handled (deleted vs. archived) and impact on sync

	Conditional
	Bulk Metadata Upload
	If needing to populate metadata on existing assets, coordinate with Bynder for bulk import

	Conditional
	Duplicate Asset Detection
	Review for duplicate assets in DAM and consolidate before sync (improves performance)





Category 3: Configuration & Customization Requirements (19 Client Requirements)
	Priority
	Client requirement
	What to provide or confirm

	Mandatory
	Bynder API Base URL Configuration
	https://api.bynder.com/v2 (production) configured in appsettings.prod01.json

	Mandatory
	Polly Retry Policy Configuration
	Timeout: 60s, RetryCount: 3, RetrySleep: 2s (configurable per environment)

	Mandatory
	Redis Cache Configuration
	Connection string, TTL (default 15 min), key prefix, eviction policy

	Mandatory
	Search Query Filters Configuration
	Define default search query: asset groups, categories, expiration filters, metadata restrictions

	Mandatory
	Metadata Field Mapping
	Map Bynder metadata fields to BrandBuilder fields (brand→folder, channel→filter, etc.)

	Mandatory
	Folder Gating Rules
	Map asset groups (BrandGroup1, etc.) to BrandBuilder folder hierarchy and user access

	Mandatory
	Sync Frequency Configuration
	Define sync schedule per environment (Dev: hourly, QA: 4x daily, Stage/Prod: nightly 2 AM UTC)

	Mandatory
	Logging Configuration
	Serilog JSON logging with minimum level (Info/Debug), output paths, formatting

	Mandatory
	Health Check Configuration
	Endpoint path (/health), check intervals, and the components to check (DB, Redis, API).

	Mandatory
	CORS Configuration
	Allowed origins (BrandBuilder domain), allowed methods (GET, POST), allowed headers

	Mandatory
	Asset Expansion Parameters
	Configure expand=asset_properties,embeds,file_properties,metadata,security,thumbnails for all API calls

	Optional
	Pagination Configuration
	Configurable limit (default 25, max 500) and offset parameters for asset pagination

	Optional
	Asset Filtering Rules
	Custom eligibility rules (e.g., only sync active assets, exclude archived) if needed

	Optional
	Caching Strategy Customization
	Alternative cache providers (Redis, in-memory) or custom caching logic

	Conditional
	Rate Limiting Configuration
	Only if Bynder imposes API rate limits – configure circuit breaker or queue

	Conditional
	Webhook Configuration
	Only if real-time asset updates needed – configure Bynder webhooks for immediate sync

	Conditional
	Custom Field Transformation
	If metadata transformation rules beyond standard mapping are needed





Category 4: Operational Requirements (20 Requirements)
	Priority
	Client requirement
	What to provide or confirm

	Mandatory
	DAM Admin Training
	Training on API token generation, rotation procedures, troubleshooting, and monitoring

	Mandatory
	Rotation Procedure Documentation
	Step-by-step documentation for rotating tokens, securely providing the replacement token to Ansira, and validating the integration.

	Mandatory
	Rotation Audit Log
	Maintain audit trail of all token rotations (who, when, new token created date) in CMDB

	Mandatory
	Monitoring Dashboard Setup
	Monitoring dashboard with sync duration, asset counts, error rates, and API response time.

	Mandatory
	Alert Configuration
	Alerts for: sync timeout (>60 min), error rate (>5%), asset count drop (>50%), response time (>2s)

	Mandatory
	On-Call Support Team
	Designated on-call rotation for handling integration issues during business hours and escalations

	Mandatory
	Runbook Documentation
	Comprehensive runbook for common issues: 401, 403, 404, timeouts, zero assets, with step-by-step fixes

	Mandatory
	Log Analysis Process
	Regular review of integration logs (daily first month, then weekly) for errors and patterns

	Mandatory
	Support Contact Network
	Maintain contacts for Bynder support, Ansira engineering (dam-engineering-support@ansira.com), internal IT

	Optional
	Quarterly Health Check
	Quarterly review of integration health (sync success rates, asset accuracy, performance trends)

	Conditional
	Performance Optimization
	Ongoing monitoring for performance improvements (cache tuning, query optimization)

	Conditional
	Metadata Maintenance
	Process for reviewing and updating Bynder metadata completeness on ongoing basis

	Conditional
	Access Control Audit
	Quarterly review of asset group memberships and folder gating rules

	Conditional
	Security Audit Trail
	Maintain and review audit logs for credential changes and integration activity.





Category 5: Testing & Validation Requirements (25 Requirements)
	Priority
	Client requirement
	What to provide or confirm

	Mandatory
	Staging Environment Setup
	Staging environment mirroring production (nightly sync, 15-min cache, near-prod data volume)

	Mandatory
	API Connectivity Test
	Verify API connectivity to Bynder endpoints from all environments (curl test provided)

	Mandatory
	Bearer Token Validation
	Confirm token works with correct scopes in all environments before production use

	Mandatory
	Search Functionality Testing
	Test search with all filter types: asset groups, metadata, keywords, expiration dates, UUIDs

	Mandatory
	Metadata Mapping Validation
	Verify all Bynder metadata fields correctly map to BrandBuilder fields

	Mandatory
	Folder Gating Validation
	Confirm asset group access control works (users see only assets in allowed groups)

	Mandatory
	Expiration Date Handling Test
	Verify expired assets hidden, active assets shown, future assets handled correctly

	Mandatory
	Release Date Handling Test
	Confirm assets with future release dates not available, past release dates available

	Mandatory
	Rendition/Embed URL Test
	Verify embeds.original.url, embeds.web.url, and thumbnails return valid URLs

	Mandatory
	Pagination Testing
	Test offset/limit parameters work correctly (page 1, 2, 3 of results)

	Mandatory
	Volume Testing
	Load test with 1000+ assets to ensure performance (sync < 60 min, response < 2s)

	Mandatory
	Error Handling Testing
	Test 401 (token expired), 403 (permissions), 404 (asset not found), timeouts, network failures

	Mandatory
	Sync Job Execution Testing
	Verify sync job starts correctly, completes successfully, logs output, handles failures gracefully

	Mandatory
	Health Check Testing
	Verify /health endpoint returns 200 with correct status (all components healthy)

	Mandatory
	UAT Sign-off
	Business stakeholder acceptance testing and sign-off before production deployment

	Optional
	Performance Profiling
	Detailed performance analysis to identify optimization opportunities

	Conditional
	Browser Compatibility Testing
	Verify search/browse works in all supported browsers

	Conditional
	Accessibility Testing
	WCAG compliance testing if required by organization policy



4.6 Client-Owned Requirements Summary
	Category
	Mandatory
	Optional
	Conditional
	Total

	Prerequisites & Access
	6
	2
	2
	10

	Data & Content
	10
	3
	5
	18

	Configuration & Customization
	11
	3
	3
	17

	Operational Requirements
	9
	1
	4
	14

	Testing & Validation
	15
	1
	2
	18

	TOTAL
	51
	10
	16
	77



Before go-live, your organization must complete all 51mandatory client-owned requirements. Optional and conditional requirements can be addressed post-deployment based on your priorities and agreed scope.
5. Client Integration Checklist
To accelerate onboarding, please send Ansira the following as a complete package for each environment in scope:
☐ Bynder tenant base URL and environment names (staging/QA and production).
☐ API authentication model and confirmation that the required bearer token has been generated.
☐ Secure credential handoff for the API token in each environment.
☐ API user/app roles and permissions confirming read access to assets, files, collections, metadata, thumbnails, and security fields.
☐ Metadata field definitions, allowed values, and descriptions for brand, channel, keywords, asset_status, expiration date, and release date.
☐ Asset group or collection names used for folder gating.
☐ Eligibility and lifecycle rules defining which assets sync and when they are visible or hidden.
☐ Environment mapping that aligns Bynder environments to Ansira environments.
☐ Representative test assets covering multiple asset types, brands, channels, and lifecycle states.
☐ Preferred synchronization schedule and maintenance window.
☐ Technical, DAM administrator, IT operations, UAT, and escalation contacts.
☐ Monitoring, alert response, credential rotation, and support ownership confirmation.
6. Implementation Phases & Timeline
The integration is planned across five phases over approximately 10–12 weeks. Timing may vary based on access readiness, metadata quality, testing volume, and client sign-off cadence.
Phase 1 — Pre-Integration Planning (Week 1)
Provide Bynder administrator and support contacts.
Confirm required access and environment readiness for development, QA, staging, and production.
Audit existing DAM metadata and identify standardization needs.
Plan credential rotation and designate responsible team members.
Identify on-call support and escalation contacts.
Phase 2 — Setup and Configuration (Weeks 2–3)
Generate the Bynder API token with required scopes.
Provide the token through the approved secure credential handoff process for each environment.
Create and populate representative test assets.
Configure asset groups, metadata fields, and folder-gating inputs.
Establish logging, monitoring, and runbook foundations.
Phase 3 — Development and QA Testing (Weeks 4–6)
Deploy the DamAdapterApi to development.
Execute connectivity, search, mapping, folder-gating, lifecycle, and error tests.
Perform volume testing with at least 1,000 assets.
Verify synchronization execution, logging, health checks, and failure handling.
Complete QA sign-off.
Phase 4 — Staging and UAT (Weeks 7–8)
Deploy to staging with near-production data.
Configure the agreed nightly synchronization window.
Run full UAT with business users.
Validate security, performance, acceptance criteria, and rollback readiness.
Obtain business stakeholder sign-off.
Phase 5 — Production Deployment and Go-Live (Week 9+)
Deploy through the agreed change-management process.
Monitor the first production synchronization window.
Verify asset counts, search, and folder gating for all user groups.
Complete alert setup and on-call handoff.
Perform daily monitoring for the first week and weekly monitoring for the first month.
Transition to standard operational support and schedule credential rotation reminders.
Critical Path Requirements
API token generation before testing can begin.
Secure credential handoff before development deployment.
Test assets with complete metadata before functional testing.
Development connectivity verification before QA.
QA sign-off before staging.
UAT completion and business sign-off before production.
Production readiness checklist completion before go-live.
7. What Ansira Will Do
Validate connectivity and credentials against the target Bynder environment(s).
Design and finalize the metadata mapping based on your exports and feedback.
Implement and configure the DAM adapter, synchronization jobs, eligibility rules, search, and folder-gating behavior.
Populate non-production environments and perform functional testing of asset sync, lifecycle handling, search, browse, folder, and role-based visibility.
Support your team through UAT, capture required changes, promote configuration to production, and monitor initial production runs.
Provide or align runbooks for credential rotation, monitoring, common errors, and operational support.
8. Recommended Submission Method
For security, credentials and sensitive endpoint details should be shared using your approved secure transfer method or credential vault, such as your corporate secret-management process or a mutually agreed secure channel. Do not send API tokens or client secrets by email or place them in unsecured documents.
9. Support & Contact Information
9.1 Ansira Engineering Support
	Channel
	Details

	Email
	dam-engineering-support@ansira.com

	Jira
	DAM-INTEGRATION project

	SLA levels
	P1: 4 hours | P2: 24 hours | P3: 5 days



9.2 Bynder Support References
The following support references are carried forward from the source requirements analysis and should be confirmed for the client’s tenant and support agreement:
API documentation: https://api.bynder.com/v2/docs
9.3 Client Internal Contacts
Integration infrastructure issues — [Your IT Operations contact]
Network or firewall issues — [Your Network team contact]
Database issues — [Your Database team contact]
Kubernetes or infrastructure issues — [Your DevOps/Infrastructure team]
Business UAT and sign-off — [Your business owner/contact]
10. Open Items / Decisions to Confirm
During discovery, Ansira and the client will jointly finalize:
Exact eligibility criteria and lifecycle behavior for assets, including field/value combinations.
Final metadata mapping sheet and required-versus-optional field decisions.
Asset group, folder-gating, and role-based access mappings.
Agreed synchronization frequency and maintenance window.
Environment-specific differences between staging and production.
Support, escalation, monitoring, and credential-rotation ownership.
Production deployment, rollback, and post-go-live monitoring plan.
Once these items are confirmed and the required inputs are provided, Ansira can proceed with build, configuration, testing, and production deployment of the Bynder DAM integration.
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